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Summary

Catalyst

Organizations are demanding higher levels of system and network availability, and cost effective
business continuity. However, all this must be managed and maintained by a single department with
one IT budget. This often leads to the creation of tensions between conflicting demands and priorities
of production requirements where access and speed are desired qualities but must also provide
resiliency and recovery. The main area of contention is the distinction between business continuity
(BC), disaster recovery (DR), and backup and recovery (B&R), and how these share the budget to
deliver what the end user wants, and minimize the impact of any loss of data or service. This report
provides a side-by-side comparison of leading enterprise backup and recovery solutions, looking at
the ability to deliver a holistic backup and recovery strategy. The results are delivered as the Ovum
Decision Matrix (ODM), which considers the significance of all three aspects of a backup and recovery
strategy and how these influence how technology is deployed, used, and controlled.

Ovum view

Backup and recovery are aspects of systems management that are typically forgotten about until they
are needed. However, managing the production systems and the backup systems as a single entity
has significant benefits, as well as significant challenges. Technology advances have created the
position where providing the infrastructure to provide resiliency does not have to mean redundant and
expensive capacity, and the systems can be used as part of an active backup plan. However, security
remains a key issue with all aspects of data protection, and Ovum believes that this area represents
the next wave of product innovations.

The terms continuous availability (CA), high availability (HA), fault tolerant (FT), BC, and DR have
been used by the x86 virtualization vendors as potential added benefits from using the virtualization
technology. Today there are many more products on the market offering solutions that address the
issues surrounding the question of how to provide a differentiated level of service availability, based
on business priority. The solutions nearly all operate across both the physical and virtual
environments, but some newer vendors have specialized in virtual-only.

Ovum research (2013 Global enterprise infrastructure management survey, n=700) indicated that x86
virtualization accounted for approximately 50% of the x86 market. The survey also showed that its
adoption was continuing to grow, with physical x86 deployments declining. This market shift
introduces a dilemma for many ClOs regarding when to adopt a virtual first solution approach, and
what to do with legacy physical environments. The issue is that many traditional availability backup
and recovery solutions are not designed for virtualized environments, and lack some of the advanced
features and capabilities of the virtual-only solutions. Cloud computing and the move to an as-a-
service delivery method is also beginning to create tensions and splits in organizations’ backup and
recovery strategies, with questions being raised about location and latency.

The issue for CIOs is that these technologies need to be administered and configured correctly to
provide solutions to the many different requirements for resiliency that organizations demand. Ovum
believes that that management and the technology combined represent a powerful combination in
enabling organizations to make choices about the type and coverage of backup, recovery, DR, and
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BC needed for their particular circumstances. However, we believe that the thorny issues of budgets,
responsibilities, and priorities must be identified and resolved before any strategic backup plan is
implemented. The strategic plan must also take due note of the IT and organizational strategy in
terms of the use of new technologies and readiness to adopt new delivery methods.

Key findings
= Ovum’s technology capability dimension evaluations showed that only two vendors scored an
average of over 8, with CommVault the leader with a score of 8.6, and HP second with 8.3.

= In the execution evaluation, only Dell scored an average of over 9 and was the clear leader in
this dimension.

= The market maturity evaluation dimension was the dimension that showed the least variation
in scores.

= The challenger category showed the greatest consistency across all dimensions, with the
vendors in this category having nearly identical scores.

= Operational management and backup capabilities were the leading technical capabilities on
average across all vendors.

= Security and the reporting and integration technical capabilities were the lowest scoring on
average, with a cross-vendor average of just over 5 out of 10.

= |BM and Veeam recorded the most, three, maximum category scores across all three
dimensions.

= Symantec was the top performing vendor in terms of number of category-leading scores with
seven in total across all dimensions.

= Only CommVault scored a maximum category score in terms of platforms supported, making
it the only vendor that could offer enterprise backup and recovery across the variety of
infrastructure platforms deployed.

Vendor solution selection

Inclusion criteria

The enterprise backup and recovery market has many vendors that offer solutions to customers of all
sizes. However, the criteria to be included in this Ovum Decision Matrix are based on the ability to
offer solutions for a range of enterprise customers of different sizes and with a different mixture of
technologies, although x86 is the dominant technology in use and therefore any solution must operate
in the x86 market. It must be noted that EMC, ExaGrid, and NetApp declined to take part in this
edition of the Ovum Decision Matrix.

The criteria for inclusion of a vendor in the Ovum Decision Matrix for enterprise backup and recovery
201415 are as follows:

= The vendor must be a global vendor and have customers in at least two of the three regions:
Asia-Pacific, EMEA, and North America.
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=  The vendor must offer enterprise backup and recovery capabilities that enable management
of data across all different types of media and must include at least two of the following:
spinning disk, tape, cloud, or flash storage.

= The vendor must have at least 500 customers, and they must be a mixture of mid-sized
enterprises and large enterprises.

= The vendor solution must have at least one reference customer with more than 200TB of data
under management using its solutions.

Exclusion criteria

The enterprise backup and recovery market is considered a separate, but closely associated,
category of the consumer backup and recovery market. Ovum accepts that for some vendors this is
how they have entered this market, bit this is not universally the case, and the solutions being
evaluated are those specifically sold to enterprise customers. Vendors and products excluded from
the analysis are determined on the following criteria:

= The vendor's solution is only applicable to five of 11 different classifications in the features
matrix (operational management, data management, platforms, security, backup capability,
recovery capability, deployment and TCO, performance and scalability, replication, and
reporting and integration).

= The vendor’s solution is more than 50% made up from partner solutions or third-party
solutions.

= The vendor has no direct contact with end customers, with everything done through channel
partners. Ovum accepts that some vendors have a channel sales-only approach, but these
customers must have some process for direct customer interaction should the customer
request it.

Methodology
Technology assessment

Vendors were invited to complete an enterprise backup and recovery features matrix, a
comprehensive spreadsheet listing the product features that Ovum believes are required and
desirable in an enterprise backup and recovery solution. The features matrix is a comprehensive
technology questionnaire developed by Ovum analysts, containing hundreds of different criteria.
Ovum then applied weights to these entries by individual row and section, based on the importance of
each criterion. The final ranking of vendors in the Ovum Decision Matrix for Enterprise Backup and
Recovery 2014—15 technology dimension is based on the scores vendors achieve from this analysis.

The criterion for a vendor to answer “yes” to a feature is that it must be available out-of-the-box in any
product within its range of products that are applicable to its enterprise backup and recovery solution.
A third-party provider, custom integration, or partnership is not sufficient to merit a “yes”. All vendors
were made aware of this prior to completion of the questionnaire, and before publication of the report,
vendors were given the opportunity to review their submissions again to ensure there were no
discrepancies.
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In this assessment dimension, Ovum analysts develop a series of features and functionality that
provide differentiation between the leading solutions in the marketplace. The criteria groups identified
for technology/service area are as follows:

Operational management: One of the key aspects of any management tool is how well it fits
into existing processes and operational procedures, and whether the solution imposes any
significant operational management overheads.

Data management: At the core of any enterprise backup and recovery solution is its ability to
understand and manage the data.

Platforms: The breadth of coverage that a solution supports is an important feature in terms of
the potential audience and how well the solution fits with an organization’s architecture.

Security: This capability looks at the ability of the solution to deliver different levels of security
to match those needed by the different classification of data.

Backup capabilities: This capability considers the process of backing up data and how the
solution supports the many different management requirements, types, scheduling, and so on
of these backups.

Recovery capabilities: The complementary capability to the backup is the ability to recover
from a backup. This looks at the process and granularity of any recovery operation.

Deployment and TCO: Referring to a combination of assessed criteria and points of
information, Ovum analysts provide detail on various deployment and TCO issues, including
time, services, and support.

Performance and scalability: Points of information are provided to show the scalability of the
solution across different scenarios and the general performance capability.

Replication: Replication extends the scope of the solution to cover both HA/CA and BC/DR
use cases.

Execution

In this dimension, Ovum analysts review the capability of the solution around the following key areas:

Maturity: The stage that the product/service is currently at in the maturity lifecycle, relating to
the maturity of the overall technology/service area.

Interoperability: How easily the solution/service can be integrated into the organization’s
operations, relative to the demand for integration for the project.

Innovation: Innovation can be a key differentiator in the value that an enterprise achieves from
a software or services implementation.

Deployment: Referring to a combination of assessed criteria and points of information, Ovum
analysts provide detail on various deployment issues, including time, industries, services, and
support.

Scalability: Points of information are provided to show the scalability of the solution across
different scenarios.

Enterprise fit: The alignment of the solution and the potential ROI period identified.
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Market impact

The global market impact of a solution is assessed in this dimension. Market Impact is measured
across five categories, each of which has a maximum score of 10.

= Revenues: Each solution’s global backup and recovery solutions revenues are calculated as a
percentage of those of the market leader. This percentage is then multiplied by a market
maturity value and rounded to the nearest integer. Overall global revenue carries the highest
weighting in the market impact dimension.

= Revenue growth: Each solution’s revenue growth estimate for the next 12 months is
calculated as a percentage of the growth rate of the fastest-growing solution in the market.
The percentage is then multiplied by 10 and rounded to the nearest integer.

= Geographical penetration: Ovum determines each solution’s revenues in three regions: the
Americas; Europe, the Middle East, and Africa (EMEA); and Asia-Pacific. These revenues are
calculated as a percentage of the market leading solution’s revenues in each region,
multiplied by 10, then rounded to the nearest integer. The solution’s overall geographical
reach score is the average of these three values.

= Vertical penetration: Ovum determines each solution’s revenues in the following verticals:
energy and utilities; financial services; healthcare; life sciences; manufacturing; media and
entertainment; professional services; public sector; retail; wholesale and distribution;
telecommunications; and travel, transportation, logistics, and hospitality. These revenues are
calculated as a percentage of the market leader's revenues in each vertical, multiplied by 10,
and then rounded to the nearest integer. The solution’s overall vertical penetration score is
the average of these three values.

= Size-band coverage: Ovum determines each solution’s revenues in three company size
bands: large enterprises (more than 5,000 employees), medium-sized enterprises (between
1,000 and 4,999 employees), and small enterprises (fewer than 1,000 employees). These
revenues are calculated as a percentage of the revenues of the market leader in each region,
multiplied by 10, and then rounded to the nearest integer. The vendor’s overall company size-
band score is the average of these three values.

Ovum ratings

= Market Leader: This category represents the leading solutions that we believe are worthy of
a place on most technology selection shortlists. The vendor has established a commanding
market position with a product that is widely accepted as best-of-breed.

= Market Challenger: The solutions in this category have a good market positioning and are
selling and marketing the product well. The products offer competitive functionality and good
price-performance proposition, and should be considered as part of the technology selection.

= Market Follower: Solutions in this category are typically aimed at meeting the requirements
of a particular kind of customer. As a tier-one offering, they should be explored as part of the
technology selection.
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Ovum Decision Matrix Interactive

To access the enterprise backup and recovery Ovum Decision Matrix Interactive, an online interactive
tool providing you with the technology features that Ovum believes are crucial differentiators for
leading solutions in this area, please see the Ovum Decision Matrix Interactive tool on the Ovum
Knowledge Center.

Market and solution analysis

Ovum Decision Matrix: Enterprise backup and recovery, 2014—
2015

The Ovum Decision Matrix provides a summary of the market standing of the major enterprise backup
and recovery vendors based on a quantitative assessment of their technology capabilities, market
impact, and ability to execute. It provides vendor selection guidance for enterprises looking to deploy
an enterprise backup and recovery solution, and advises them on whether a vendor should be
shortlisted, considered, or explored further. The Ovum Decision Matrix is a three-dimensional chart
representing vendors’ scores in technology, market impact, and execution. Technology scores are
represented on the x-axis and execution scores on the y-axis. The size of the bubble represents
market impact score relative to the market leader. This edition of the Ovum Decision Matrix includes
nine vendor solutions.
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Figure 1: Ovum Decision Matrix: enterprise backup and recovery, 2014-2015
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Figure 2: Expanded view of Ovum Decision Matrix: enterprise backup and recovery, 2014-2015
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Table 1: Ovum Decision Matrix table: enterprise backup and recovery, 2014-2015

Market leaders Market challengers Market followers
CommVault Acronis FalconStor

Dell CA Technologies

HP Veeam

IBM

Symantec

Source: Ovum

Market leaders: CommVault, Dell, HP, IBM, and Symantec

The market leaders CommVault, Dell, HP, IBM, and Symantec all scored an average of over 7 out of
10 across all three dimensions, with HP and Symantec joint leaders with an average of 7.9. The
separation between third and fifth in the leaders was very narrow, at just over 0.2 points. This group
also recorded 26 out of the 33 category-leading scores across all the categories, demonstrating that
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the leader category was consistently above average. The leaders shared one key attribute in that all
five were the only five vendors in the technology features dimension (shown on the X axis) to score an
average of over 7 out of 10. This small degree of separation between the leaders means that when
shortlisting vendors, enterprise customers need to apply additional weight to their specific
requirements. For example, identify the vendors that are leaders in the key capabilities, such as
replication, that match the enterprise’s biggest challenge. However, it should be noted that the
performance of these vendors in the other dimensions (execution and market impact) was less clearly
defined, and this therefore provides an opportunity for the challengers to target developments to close
in on, or even overtake, the current leaders.

Market challengers: Acronis, CA Technologies, and Veeam

The market challengers Acronis, CA Technologies, and Veeam were separated by just 0.18 points,
and represented a mixture of vendors with some strong categories and others that were
comparatively weak. Veeam, for example, recorded four leading-category scores of which three were
the maximum 10, CA Technologies recorded two leading scores, and Acronis none. The other
noticeable difference between the leaders and challengers is that the challengers were consistently
close across all the dimensions. Figures 1 and 2 clearly show that this group have comparable
technical, execution, and market impact scores, which we believe provides a solid foundation from
which to expand and enter the leader’s category in the future. Ovum also believes that that any of the
vendors in this category have the potential to become a market leader, but to do so they must either
address the capability gaps, or improve their overall performance in line with scores achieved by the
market leaders. Overall, the challengers were nearly 1.2 points on average behind the leaders, but
were 1.7 points above the average follower scores, and are therefore definitely positioned in the
middle grouping, and clearly show the market remains a three-tier market. If enterprises focus on the
key capabilities, members of this group should also be considered for shortlisting.

Market followers: FalconStor

There is only one market follower in the Ovum Decision Matrix: Enterprise Backup and Recovery
2014-15 report: FalconStor. Ovum believes that FalconStor has some excellent features and
strengths but lacks comprehensive capabilities across all categories, demonstrated by the fact that
FalconStor achieved only one category-leading score, compared to the whole group average of just
over three. Ovum recognizes that FalconStor is developing their solution sets in this market, and have
a different heritage to many of the other vendors. However, overall it scored an average of just below
5 out of 10, which was over two points below the whole group average of 7, demonstrating it still has
some way to go to close the gap.
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Market leaders

Market leaders: technology
Figure 3: Market leaders: technology
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The technology dimension clearly demonstrates that the concept of a unified/integrated data
protection solution from vendors is, for most, still work in progress. CommVault is the clear leader in
this dimension with five category-leading scores and an average dimension score of 8.6, with HP
second with an average of 8.3. These two vendors were the only ones to score over 8 out of 10.
Figure 3 shows that between them they accounted for four (two each) of the five maximum category
scores in this dimension. The gap from leader to the third-placed vendor in this dimension, IBM, was
over one point. The significance of this is that while many claim to have a comprehensive unified data
protection solution, only CommVault and HP can claim to actually offer one. Of the other vendors, CA
Technologies, Dell, IBM, and Symantec all have good solutions that achieved above/close to the
average score for all the capabilities in technology dimension.
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Market leaders: execution

Figure 4: Market leaders: execution
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Dell was the clear leader in the execution dimension, and the only vendor to score over 9 out of 10,
with Symantec second, scoring just under 9. These two vendors also shared the top spot for a
number of leading-category scores, with three each (see Figure 4). The gap from first-placed Dell to
third-placed CA Technologies was just over one point, and only four vendors scored an average of
over 8 (Dell, Symantec, CA Technologies, and Acronis). All vendors, except two, could scale to more
than 100,000 customers. The major area of difference was in the ability to integrate with open source
and best-of-breed solutions, which only three vendors (Dell, IBM, and Symantec) could achieve.

The enterprise backup and recovery market is a well-established and mature market, demonstrated
by the fact that all the vendors in the ODM have had solutions in the market for over five years.
However, it is the ability and degree to which these solutions are capable of change to meet the new
total data protection requirement that enterprises are now demanding that Ovum believes will
separate the leaders from the challengers. The most notable evidence is that the technology and
execution dimensions have different leading vendors. This points to a changing market, where some
vendors have addressed the technology capabilities as a priority and others the execution capability.
Ovum expects that as these unified solutions and the market evolves, a group of clear leaders that
appear in both technology and execution dimension as leaders will emerge.
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Market leaders: market impact
Figure 5: Market leaders: market impact
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The market impact dimension was the least differentiated of the dimensions in the ODM, and IBM was
the dimension leader with an average score of 7.7. In total, five vendors’ scored over 7 out of 10 in
this dimension and were separated by just over 0.5 points. The clear market leader in terms of
revenue was Symantec, but in terms of revenue growth, three vendors: Dell, IBM, and Veeam were
clear leaders. This points to evidence that the market is changing, and while the current market
leader, Symantec, is continuing to grow, it is at an increasing lower rate than that of the newer
entrants to this market. The data was not available to establish who has the biggest revenue in terms
of the new unified solutions now being offered, or who is growing the fastest in this sector. However,
Symantec with its large existing customer base is well placed to exploit any up-sell or cross-sell
opportunity.
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Vendor analysis

HP (Ovum recommendation: Leader)

Figure 11: HP radar diagrams
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ODM analysis
Products part of this evaluation

HP Data Protector
Strengths from the ODM

HP was the joint leader in the Enterprise Backup and Recovery ODM 2014-15, with an average score
of 7.85 out of 10 across all three dimensions. It was one of the top two vendors in the technology
capability dimension with an average score of over 8 out of 10, placing it within 5% of moving beyond
sharing this spot to leading in this dimension. HP’s solution was a category-leader in four of 10
technology categories and it recorded two maximum 10 out of 10 scores. Ovum believes that that
HP’s significant differentiator is that it was the only vendor to score 10 out of 10 in performance and
scalability, which demonstrated that the HP solution deals with large volumes of data, 10PB plus, and
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was also one of the fastest for data recovery solutions in this ODM, with less than five minutes to
recover a 100GB file from a 200GB tape backup.

HP’s performance in the ODM was consistently above average, with only one category scoring
significantly below average. Another category-leading score was in the reporting and integration
category, which Ovum attributes to HP’s use of operational analytics. The use of operational analytics
as a key decision support tool is a practical and defined use case for this new technology. Ovum
believes that HP, by invoking its strength in analytics, is able to deliver complete end-to-end visibility
from the data source to the target device, including deep visibility into the relevant processes and
interrelated actives. This holistic view provides IT administrators with the ability to make better
informed decisions based on cost, quality of service, utilization, and/or performance.

Weaknesses from the ODM

HP recorded only one area for improvement: in the execution dimension the interoperability category
where it recorded a below average score. This score was mainly attributable to its limited integration
with third-party snapshot solutions out-of-the-box compared to some of its competitors in the market.
Ovum found HP’s snapshot integration to be robust, with support for both HP arrays (3PAR,
StoreVirtual, and XP) and leading third-party storage vendors such as EMC and NetApp. Snapshot
integration, however, becomes more limited in the next level down (integration with platforms such as
Dell EqualLogic or IBM XIV). HP has said it is working on developing a new approach to third-party
integration around unified snapshot management, and will release (starting in late July 2014) the
ability to support new storage array vendors using a more standard interface and integration
approach. Ovum believes that this will greatly improve HP’s penetration into the broader storage
market, and that this is an important factor for customers who rely on a heterogeneous data center
with customized and/or multi-vendor toolsets. Ovum accepts that HP Data Protector can integrate with
other solutions, but requires some customization.

Opportunities identified from the ODM

HP has a number of companion products, including HP Connected Backup and HP LiveVault, which
provide solutions for mobile device data management and cloud backup. Ovum believes that by
packaging these solutions with Data Protector, specifically for the mid-market, one combined solution
would create a significant point of difference to the rest of the market. Ovum understands that HP has
a turnkey data protection solution for SMB customers, but believes that if this could be delivered as a
SaaS offering and extended in scope to provide a one-stop solution, it would have greater appeal for
the SMB market segment.

Threats from the competitive landscape

The change in the way in which IT departments are structured and operated is creating wider use of
more IT generalist, which requires simplicity as a key consideration in datacenter toolsets. Ovum
believes that the complexity of HP Data Protector is an area where engineering focus is required, with
an additional focus on ease of use and integration into the broader HP Software management stack.

Many new entrants in the market are focusing on the SMB sector, with simplicity and ease of use a
key design principal, but at a lower price point. Ovum believes that that if HP’s footprint is to be
extended beyond the upper mid-market and enterprise customers, HP must investigate a tiered
version of Data Protector that maintains the simplicity and ease of use but is feature-limited and
priced for the SMB market. This would drive faster HP solution adoption and build an install base that
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is primed to upgrade to more feature-rich versions at a later point while still taking advantage of the
Adaptive Backup and Recovery vision.

Appendix
Methodology

= Vendors complete an in-depth questionnaire and comprehensive capability matrix, which is
analyzed and evaluated.

= There is a series of comprehensive, structured meeting, including a demonstration where
appropriate.

= Vendor literature and websites are used for supplemental information, as well as the results of
Ovum surveys, some of which are specifically designed for this report.

= The article is peer reviewed and is authored by at least two analysts.

Further reading

The Fundamentals of Backup and Recovery (March 2014)

Cloud Backup and Recovery Strategies (May 2014)

Using Snapshots for Data Protection and Disaster Recovery (May 2012)
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Ovum Consulting

We hope that this analysis will help you make informed and imaginative business decisions. If you
have further requirements, Ovum’s consulting team may be able to help you. For more information
about Ovum’s consulting capabilities, please contact us directly at consulting@ovum.com.

Copyright notice and disclaimer

The contents of this product are protected by international copyright laws, database rights and other
intellectual property rights. The owner of these rights is Informa Telecoms and Media Limited, our
affiliates or other third party licensors. All product and company names and logos contained within or
appearing on this product are the trademarks, service marks or trading names of their respective
owners, including Informa Telecoms and Media Limited. This product may not be copied, reproduced,
distributed or transmitted in any form or by any means without the prior permission of Informa
Telecoms and Media Limited.
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Whilst reasonable efforts have been made to ensure that the information and content of this product
was correct as at the date of first publication, neither Informa Telecoms and Media Limited nor any
person engaged or employed by Informa Telecoms and Media Limited accepts any liability for any
errors, omissions or other inaccuracies. Readers should independently verify any facts and figures as
no liability can be accepted in this regard — readers assume full responsibility and risk accordingly for
their use of such information and content.

Any views and/or opinions expressed in this product by individual authors or contributors are their
personal views and/or opinions and do not necessarily reflect the views and/or opinions of Informa
Telecoms and Media Limited.
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